
   

   

      Criminals count on these heightened 
emotions to find easy targets for scams or 
theft.  If you are not thinking about identity 
theft and fraud during the holiday season,  
you are more likely to become their next 
victim. We can never be too careful, too  
prepared or too aware.  

 

 The following tips help  
consumers protect their 
personal information and 

finances    
during this 

busy time of 
year. 

   

      The holiday season 

is always a special time 
of year. Everyone is 
gearing up for the    
season with heighten    
emotions. Many people 
simply love this time of 
year and all hustle and 
bustle that accompany 

it. Others find themselves increasingly anxious 
wondering what gift to get family and 
friends, concerned about the time   
demands and budget expenses.  
      It is also a time when busy people     
become careless and vulnerable to theft 
and other holiday crime.  
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Nine times out of ten, they're fake, fake, fake 

             Tips ……………... 
►  Stay secure online: Leaders in the credit services who have conducted surveys say 

that 40% of people who shop online do not check to see if a website is secure before entering.   
       Watch out for Traces of Cloning and mimicking………. 

Fake shopping websites often mislead you and make you believe 
that you are on a Real website by mimicking every aspect of                     
Original websites. For example, if we take Amazon, a fraudster 
creates a website with a domain name like 21-amazon.com and then 
designs the website, so that it looks like the Real Amazon website. 
These fraudsters, often copy design and logo of popular stores and 
Brands. But it is almost impossible to clone the exact same design. So you can probably identify 
them with a little effort. Before checking out and entering your credit card information, you 
should check that there is a "lock" symbol on the left side of the URL, which confirms it's a 
secure site. If you ever find such mimicking, leave that Website without a second thought. 
 

►  Use prepaid credit Cards and mobile payment options:       
With all the credit card security breaches at major retailers like Target, Staples and Home                
Depot over the past few years, it's not a bad idea for shoppers to go the extra mile to protect 

their data from being scraped while shopping online, or even in person! We rec-
ommend using a digital payment service, like Apple Pay, Pay Pal or Google Wallet, 
whenever possible, because these are much harder to hack or scrape than tradition-
al credit cards (yes, even those new chip cards can be hacked). Using pre-paid credit 
cards that are not linked to your bank account or credit history can stop 
thieves from accessing and using your financial information if the site you shop on 

ends up being hacked. Also Credit cards come with more protection because card companies 
will offer consumers full protection from fraudulent charges.                                                

Just be sure you report the problem with 90 days. 
 

►  Beware of fake coupon sites: There are many fake sites that ask you to enter 

information. Facebook is rife with fake coupons that either lead you to "survey" sites (which 
ask you to enter a whole lot of personal information) or install malware on your computer 
when you click on them. Here are our best tips for staying away from social media scammers:                 
1.Double check where the coupon is posted. While the account that posted it might be called 
"Target Coupons," unless there's a verified blue check by that name, it's NOT associated                          
with Target. 
2.Look at the link where the coupon will take you. Again, in our Target coupon example, if 
the link takes you to target.com, you're fine. If it takes you 
somewhere like, target-holidays.xyz, you're gonna get played. 
3.Is the discount too good to be true? Major retailers like  
Target RARELY offer storewide  coupons for even 15 per-
cent off, and usually there are LOTS of exclusions to the 
discount. We've literally never seen any storewide coupons 
at stores like Target for 50 or 75 percent off. That doesn't 
happen, and if it did, you can bet there would be tons of 
exclusions. Beware huge discounts with no exclusions.                                               
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Make this Christmas Special 

 Make a donation to          

Toys for Tots.   

While Toys for tots is        

coordinated and manage by 

the Marines, the ultimate 

success depends on the sup-

port of  the local community 

and the generosity of  the 

people who donate toys. 

Did you know that 97% of your  

donation goes to the mission of 

providing toys to less fortunate  

children.     Not one donated dollar 
goes to pay for salaries or any 

other manpower cost . 

Donations can be                                    

“In Honor of or in Memory of”.                                                     

You can honor a family member or 

a friend by making a donation in          

their name.   
 

To donate go to their web site on 

line or ask a Marine. 
 

Toys for Tots is a program run by the 

United States Marine Corps Reserve 

which distributes toys to children 

whose parents cannot afford to buy 

them gifts for Christmas.                

The program was founded in 1947                               

http://money.cnn.com/2016/08/03/technology/credit-card-chips-flaw/
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►  Be wary of new retail card applications:  Many shoppers are tempted to open new retailer-branded credit 

cards when making big purchases around the holidays to nab the discount. The problem with this is that the   
application process often involves writing down your personal information, including your Social Security num-
ber. “If you’re writing it down and giving it to a stranger, that’s kind of crazy. [You don’t know where it’s going.]    
Someone could take a picture with a phone or throw it away.                                                                                               
Ask if you can apply online through a secure site. 

 

 ►  Don’t shop from a coffee shop: Don’t make transactions within public Wi-Fi net-

works, because a criminal can acess the information passed through the network, too, which means 
your banking information is at risk.  [People forget their phones and tablets are just computers.]    

 

►  Limit your social media sharing:  The security questions on financial accounts often over lap with information 

we share on social media, including date of birth, anniversaries, pets’ names and mother’s maiden names. 
We suggests increasing privacy controls on Facebook and other accounts as well as using hard-to-guess 

passwords.  Check yourself on social media, don’t give away your personal information that        
people can use to steal your money/credit. 

 

►  Watch for Skimmers:  Skimming is a type of fraud in which the numbers on a credit card are rec-

orded and then transferred to a duplicate card. This is done without the knowledge of the original credit card 
holder. “Skimming runs rampant during the holidays, so be on the lookout for devices that are attached to card 
readers or at ATMs. Skimmers copy your card information that thieves steal to replicate your card to make    

unauthorized purchases.  Also consider bringing only one card with you while you’re shopping and 
leaving others at home, so if you misplace your wallet, you don’t lose all your cards. 

 

►  Charity Scams: Don’t fall for scams intended to pull at your heart strings.  It is human reaction to want to help those in 

need, especially during the holiday season. Unfortunately this is often the time of year when we see a rise in       
charity scams.  The holiday season is a time for giving, however you want to make sure your donations are going to 
those in need, versus those in greed.  Do not give personal information including credit card and bank account  

details in response to unsolicited request.  If you want to give this holiday season, contact a charity of 
your choice to find out how you can make a donation to their organization.  

 

 

►  Contest Scams: Be careful when entering contest to win cash, cars, and tickets, etc., as they can 

be a source of computer viruses.  Remember also that every contest site will use your personal information 
for marketing purposes and likely sell your personal information to third-party marketers. 

 

 

You’re no safer using your phone than you are using your laptop if you’re connecting to a wireless network. 
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    In today’s economic climate Kiamalu 
Consulting & Investigations realizes how 
important it is to get the most from your 
budget, without sacrificing on the quality 
of the services you need. With Kiamalu 
you can rest assured that we take pride 
in our work and because of our high skill 
level and extensive experience, we are 
able to offer services that are customized 
to your budget and your needs, resulting 
in a successful relationship.  
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Contact Kiamalu Consulting & Investigations to     
discuss the facts and circumstances of your           

particular case with an experienced investigator.  
Kiamalu Consulting & Investigations LLC offers free initial 

30-minute consultations. However, no advice beyond    
that initial consultation can be provided without a       

signed engagement letter and payment of KCI fees.              
Please call our offices or visit us online at: Kiamalu-ci.us 
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Just a few reminders………………. 

Driving : Avoid driving alone or at night. 

• Keep all car doors locked and windows closed while in or out of your car 

• If you must shop at night, park in a well-lighted area. 

• Avoid parking next to vans, trucks with camper shells, or cars with tinted windows. 

• Park as close as you can to your destination and take notice of where you parked. 

• Never leave your car unoccupied with the motor running or with children inside. 

• Do not leave packages or valuables on the seat of your car. This creates a temptation for thieves. If you must leave 
something in the car, lock it in the trunk or put it out of sight. 

• Be sure to locate your keys prior to going to your car. 

• Keep a secure hold on your purse, handbag and parcels. Do not put them down or on top of the car in order to open 
the door. 

• When approaching or leaving your vehicle, be aware of your surroundings. 

• Do not approach your car alone if there are suspicious people in the area. 

• Ask mall or store security for an escort before leaving your shopping location. 

Shopping : Avoid wearing expensive jewelry. 

• Do not carry a purse or wallet, if possible. 

• Always carry your  Driver License or Identification Card  

• Even though you are rushed and thinking about a thousand things, stay alert to your surroundings. 

• Be extra careful if you do carry a wallet or purse 

• Avoid overloading yourself with packages. It is important to have clear visibility and freedom of mo-
tion . 

• Beware of strangers approaching you for any reason., "con-artists" may try various methods of dis-
tracting you with the intention of taking your money or belongings. 

• Teach children to stay close to you at all times while shopping. 

• Never allow children to make unaccompanied trips to the restroom. 

• Children should never be allowed to go to the car alone. Teach children their full name, address and 
telephone number to give to police officers or mall security. Teach children to immediately inform you if 
a stranger is bothering them. 

Please share this information with family, friends and neighbors.  


