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Intelligence and experience offers no protection 
against scammers, in fact your strengths as well as 
your weaknesses are what the scammer uses. If you   
are kind they use your kindness, with your empathy 
they play on that and your patriotism will not go 
unnoticed.  Yes, they will also use that. 

You, the victim will be smothered with displays of 
affection, charm and flattery. And the scammers 
carefully tailor their e-mails to play to their victim’s 
values and interests. 
 
In just three carefully worked stages the victim be-
comes ensnared. 
In stage 1: the criminal creates an attractive profile to 
draw you in. 
 

Stage 2: the criminal starts to groom you, priming 
you to send money and or to blackmail you.   
 

 

 Stage 3: the criminal begins to request funds and or 
information from you.  
 

Here’s how most scammers work… 

Continued Next Page 

W e have all heard about the poor stupid soul that 

was scammed by a romance/dating, or sexual  extortion 

scheme by someone on line.  You may feel that you are 

too smart to be duped, but wait...                            
it can and does happen to even smart people. 

In many instances, the situation begins when an      

unknowing victim is befriended by someone on the 

Internet, often on an online dating or social media site 

or a friendly person that is met at party or bar.  

The scammer is the type of   

criminal that is very very skilled 

and is probably working within  

an organized group. 

They know their targets and how to operate to their 
best advantage. They have practiced  and perfected the 
methods to a science and know just what to say to catch 
your attention.                                                           
That means from the very beginning scammers are   
setting you up.                                                                               

 

When a researcher mistyped Netflix.om, instead of 
the correct Netflix.com, he was redirected through a 
series of dubious pop-up ads and, eventually, to a 
malware-infested site that prompted him to down-
load a file that appeared to be an Adobe Flash Player 
update. That familiar fake “Flash Update” usually 
serves up risky (and possibly malware-laden) pop-ups 
and other annoyances on computers, so don’t down-
load or install it. It was found they don’t directly 
install malware but, instead, lead to other infected 
pages. So that’s good news, at least.                         
So carefully read what you type before hitting Enter 
to access a website. That’s also a 
good practice to follow before  
clicking on links that appear in 
search-engine results or online  
advertisements; they, too, may  
have typos that spell trouble.  
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Welcome to this month’s issue of the Kiamalu Report.                                                

In this issue we will discuss Romance and Dating Scams                                

and why the Military is a frequent target.  
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  If you have questions 
about  any of our services or 

need our assistance please 
feel free to contact us.  

     A new ploy cybercrooks are using is a malware-
spreading angle called TYPOSQUATTING.  After 
buying domain names with a missing or misplaced 
letter in website addresses belonging to well known 
companies, they simply wait for you to make a typo.                                                                                                                                                                                 
The biggest threat results in the most common typos 
either a misplaced or missing “c” (such as typing     
amazonc.om or amazon.om) so a web address ends 
with “.om” instead of “.com.                                   
There are two Amazon domain names that are among 
more than 300 .om-ending domain names that hackers 
have purchased for this new malware-spreading 
scheme.  Here are some of the most common used 
which are being spoofed: Facebook, LinkedIn, AOL, 
banks including Bank of America and Wells Fargo, 
pharmacies CVS and Walgreens, retailers such as 
Walmart and JC Penny, and even some online porn. 

Cyber Crime “Alert” from Kiamalu 



2 

Kiamalu-ci.us  | (808) 664-3260 | Century Square Building, 1188 Bishop Street, Suite 1812,  Honolulu, HI  96813 

 

Romance and Dating Scams cont. 

        Both male and females respond to attentive people but there are slight differences.  Males typically are entrapped by        
extremely attractive photographs of scantily clad women. Studies have found that the pictures were of  women under thirty.   

{The photos were of unsuspecting young women who posted their photos on personal webpages hoping for modelling jobs or the 
picture is from a social networking site.}  The fake profiles claimed that the  young women are in some type of low paying job, a 

student or a nurse, teacher or a woman with a small business [e.g., selling jewelry]. The women in the fake profiles often describe 
themselves as being poor.  They also described themselves as an honest person looking for an honest, trustworthy partner.  Sometimes 
they state they are Christian. This profile is built to stir emotional feelings of compassion, sympathy, pity, using the victim's kindness. All of which play on 
the man’s ego, making the male victim feel he can be a person the young woman will look up to, appealing to the excitement of being the savior and hero.   

Woman are drawn to attractive men. Studies of women victims show that they are hooked by photos of men that are described as physically attractive,   
however these pictures were typically not as sexy or as glamorous as the female pictures that the guys went for. These photo were of 

pleasant looking men, not models.  These profiles depicted the man in a professional job, or a businessman or a military officer [often of 
high rank]. The majority described themselves in the profile as being well off.  In many cases the scammer’s  persona described them-

selves as a widower with a child approximately aged 7 to 14.  And again an honest person looking for a honest partner and a Christian.                   
Contrary to statistics gained on the reporting of this type of crime, middle-aged women were not more likely to be victims. 

 

                                                            The Dream Person/ the Perfect Soulmate for the victim.   

The 2nd Stage the criminal starts to groom you.  The criminal does this by engaging in increasing intimate conversation.          
The criminal will keep notes on what you say, what you like, your interest and your view point on issues.  The scammer may 
google you.  The scammer will inform you that you both think alike, they have never found anyone that understands them the way you 
do.  The fake relationship moves on, sometimes including text messages and maybe a phone call [note, voices can now be      
disguised using phone apps.] More photos [that have been photoshopped] and declarations of love. Usually the declaration of love 
comes within a short while into the  relationship.  At this stage you are disclosing a lot of  personal history/information than what 
you are getting from the criminal.  This is the point that the victims often say that the relationship is very therapeutic/beneficial. The scammer seeks to 
CHANGE YOUR HABITS. They aim to keep you messaging all hours of the day and night. This helps remove you from real life and allows them to take up 
more space in your head. It weaves a spell that hurries the relationship into a period of hyper-intimacy.  Altering a person’s sleep pattern is a common and 
very effective mind control technique. This is why so many cult leaders keep their followers up all night, wake them suddenly, or make them getup at    
extremely early hours.  Scammers do this by insisting on “romantic” late night online chats or phone calls, telling their victims their work schedule is busy or 
odd so that the victim is willing to get up early for chats or phone calls, or texting in the middle of the night.  It may seemed like a sweet romantic gesture at 
the time, but it is a way to disrupt the victim's sleep patterns and make their thinking too foggy to question the scammer. The Scam is manipulating the  
victim into isolating him or herself. It is also at this stage that the scammer will lure the victim to move to a more private means of communication, such as 
providing an email address that will allow for fraud to occur.  

 
Payment 

 
Stage 3 the criminal begins to request things, money/photos/ etc... from the victim. They may request gifts for example: perfume or a mobile phone,   
something of a mid price range, testing-the-waters strategy. Sometimes when a victim is reluctant to send a gift the scammer will send their victim a gift        
[a bunch of roses, teddy bear with a banner on its chest stating “I love you etc.].  This technique motivates the victim to comply with further request, because 
the criminal has already told the victim that they have fallen for them so that when the scammer asks for money, gifts, more photos, information, the victim 
has become to emotionally involved and will have deep feelings of guilt if they decline the request for what is asked for.  
 
 The criminal is using two types of devious psychological techniques: 
 
 1.‘foot in the door’ tactic  the foot in the door technique works by asking someone to comply first with a small request before eventually asking them to 
agree to a larger one.  So typically scammers will first ask the victim to send them a small amount of money.  Once the victim has agreed to this request, the 
scammer will then ask for a larger amount.  The foot in the door tactic predicts that we may be more likely to comply to the request for the larger amount of 
money/info only after we have agreed to sending the smaller amount first. 
 

 2. tactic: ‘cognitive dissonance or the sale approach’ Have you ever had a salesman ask you whether you like the product they are trying to sell you? You 

politely reply ‘yes’.  Then they have you, because their next line is that if you like it you should buy it, and if you don't then your thoughts could be in    
conflict or dissonant.   

Next page 
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Romance and Dating Scams cont. 

A technique similar to the cognitive dissonance or the sale approach is employed by the dating site scammer.  
 
The scammer will have worked on establishing a strong bond with the victim, who may begin to feel that they have fallen in love with the scammer believing 
them to be a genuine person.  If they believe they love and care for their online romantic partner (really the scammer), then they should give or loan them 

money in times of emergency, and doing this prevents the victim from experiencing dissonant thoughts. At this stage dating fraudsters will also try to take 
victims out of their comfort zones – often asking for sexual pictures and videos – partly to test their control, but also to have something to use against them. 
 
The scammer becomes the blackmailer or extortionist. A another tactic is a plan that may begin with a hacker getting into an Internet user's pc and searching 
for embarrassing nude photos or messages. If a hacker takes control of a computer, he may be able to control the webcam and microphone.  Thus, he can 
peer into the computer user's bedroom, hear his target's conversations, and know every keystroke he/she makes online. In addition to being a remote    
voyeur, the hacker may also become an extortionist -- threatening to reveal embarrassing secrets to a romantic partner, friends, co-workers or, in the case  
of a teenager, a parent, unless money is provided or additional intimate photos or videos are shared.  
 
As stated before such a scheme may begin with a seemingly innocuous online "friend" request, or a comment by a chat room buddy. Such a request or    
comment may lead to flirtation, which then results in the victim's transmitting compromising photos to the online "friend." Once those photos have been 
turned over, the "friend" has leverage to get more compromising photos, and/or to demand money to keep the photos secret. Threatening to share private 
and risquéé information with employers, coworkers, friends, and or parents the scammer can pressure the victims into emailing more sexually– explicit 
video and or information.  In some cases the person is threatened will physical violence.  
 
Such schemes are common enough that they now have a name: Getting sensitive personal and sexual information from an Internet user and using it against 
that person is referred to as "sextortion."  The perpetrator’s schemes are leveraging their actions for financial gain and or other forms of blackmail. 
 
Military service members are being targeted.  Many of the scammers are believed to be from the areas of Asia and/or Africa, however there are criminals 
every where, and service personnel are always a good target for blackmail. 
 

 
 
 

Despite the fact that online daters are by now probably aware of Internet and dating scams, people nevertheless still fall victim to online dating scams.  So  
are there certain people who are more likely to fall victim to scams, or certain situations which are likely to precipitate dating scams?  The answer is yes! 

 
People who would score high on Romantic beliefs.  The person who has reported a lower number of dates prior to falling in love. They typically believe 
in the notion of romantic destiny, the idea that two people are meant to be together. 
 

People who tend to be Sensation seekers. They look for varied, new, complex and intense sensations and experiences and are willing to take physical, 

social, legal and financial risks for the sake of such experiences.  
 

Loneliness: is another factor that motivates people to date online, and participants have reported that online relationships reduce their loneliness. 

 
These people also tend to be efficient, organized, and disciplined. Also overly dependent on others and seeking approval from the person they’re       
attached to. 
 
Looking at these traits it is easy to see that many military personnel fit this profile. Sensation seekers, Loneliness, efficient, organized, disciplined and eager 
to seek approval. These are the characteristics that military training seeks to develop.  
 
Young adults away from home maybe for the first time with pocket money, tend to seek out new experiences.  They do not have a parent or another     

experienced person close at hand looking out for them.  They like the freedom but, as with anyone, when learning about life, they can and do make mistakes.  

Sometimes the mistakes in poor judgment can be very costly.  

The reasons that a young  military person is targeted is that younger people tend to be the most tech savvy. They’re the ones with the most profiles, the most 

on line and the easiest to get to.  The youngest have the least sort of experience with the rest of the world and are going to give everybody the benefit of the 

doubt.  They are away from family and might be engaging in people online as a form of company.  Also the expectation to maintain a professional            

appearance, coupled with the strict requirements associated with maintaining a security clearance makes the military person a valuable target to online   

criminals.  The criminal perceives the military person as more vulnerable to blackmail and extortion. Information from the Naval Criminal Investigative Service 

shows that the most common military victims are men in the E-2 or E-3 rank aged 19 to26. 

Sextortion and the Military  

Next page 
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Romance and Dating Scams cont. 

While enlisted military men appear to be the most-targeted victims, there have been instances in which enlisted female military members have become  

collateral victims. For example, perpetrators of sextortion schemes have used names and photos from female Marines' Facebook profiles to create false   

identities. The perpetrator then uses the fraudulent identity to approach male service members online, creating a false sense of security because he believes 

he is communicating with a comrade who appears to be trustworthy. 

Sextortion incidents reported to NCIS and other law enforcement agencies indicate that perpetrators tend to follow a similar methodology when engaging a 

service member to participate. Understanding the process and recognizing the warning signs are critical to avoid becoming a victim. The methodology   

typically follows the same pattern:  

 

* The service member is approached online via social media, usually through a Facebook friend request or message by a 

perpetrator posing as a single woman between the ages of 18 and 30.  

 

* The perpetrator and the service member continue text communication for a period of time after which the            

perpetrator encourages the victim to transition to a video chat application, usually Skype. 

 

* Once the conversation shifts to Skype, one of two scenarios typically takes place: The perpetrator, partially or      

completely undressed, immediately begins to touch herself in a sexual manner and encourages the participant to do the 

same or, after a brief conversation, the perpetrator persuades the service member to undress and masturbate. 

 

* Unknown to the service member, the perpetrator is recording the sexual activities. While still engaged in the act or 

immediately afterward, the perpetrator reveals a video or photographs of the victim engaging in the sexual activity as 

evidence of his participation.  

 

* The perpetrator then demands that the service member send money, generally via Western Union, to a designated 

recipient. If the demand is not satisfied, the perpetrator threatens to share the video or photos with the service member's 

family and friends, or post them to public websites, such as YouTube or to Department of the Navy  websites.  

Here are some red flag warning signs to be aware of………………………. 

 

 

 

The overseas connection. Often, scammers live overseas and will either admit to living there or will say 
they’re American but “temporarily” there for business or other reasons. Long distance relationships are hard 
enough when someone lives in the next state over… developing a romance with someone 10 times further  

away is pretty unrealistic. Also, some scammers will claim they’re in the military and deployed overseas. 
 

                                                                                                                                                                                                                                                     
Email marathons. The purpose of online dating isn’t to develop an online “pen pal” – it’s to MEET PEOPLE. 
Thus, while some chatting over email is important to establish trust, rapport, and interest, extensive emailing 
back and forth isn’t good because it creates a false sense of intimacy with someone you’ve never met in person. 

Online scammers are notorious for wanting to chat a LOT – they’re trying to earn your trust. 
                                                                                                                                                                                                                                                     
Flattery. Online scammers will flatter you excessively . They will say you’re beautiful or handsome. They will try to make you feel valued.    
They may also appeal to your ego: if you’re a guy, the picture will be a young, attractive woman who makes it clear she’s attracted to you and 
wants to meet you. If you’re a woman, the picture will be a nice looking guy who tells you that you’re beautiful and that he’s dying to meet you.           

The pictures are usually fake, stolen off the internet . 
                                                                                                                                                                                                                                         

In The News 

 

 

 

 

 

 

     

Protest Scams:    
Not every online        
military scam is  

created for financial 
gain. Some       

scammers are    
contacting the    

families of military 
members by phone 

or email and making 
false claims that 

their son or    
daughter is injured 

or wounded      
overseas.           

They sometimes ask 
for money for    

medical bills, but 
usually they are  
only contacting     

the family to scare 
them as an            

anti-war protest. . 

Red Flag Warning 

Next page 
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     In today’s economic climate Kiamalu 
Consulting & Investigations realizes how 
important it is to get the most from your 
budget, without sacrificing on the quality 
of the services you need. With Kiamalu 
you can rest assured that we take pride  
in our work and because of our high skill 
level and extensive experience, we are 
able to offer services that are customized 
to your budget and your needs, resulting 
in a successful relationship.  
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Contact Kiamalu Consulting & Investigations to     
discuss the facts and circumstances of your           

particular case with an experienced investigator.  
Kiamalu Consulting & Investigations LLC offers free initial 

30-minute consultations. However, no advice beyond    
that initial consultation can be provided without a       

signed engagement letter and payment of KCI fees.              
Please call our offices or visit us online at: Kiamalu-ci.us 

      
 
Quick intimacy. Online scammers will start talking in romantic or sexual ways very quickly, even dropping the L word. Huge red flag.         
Regular people don’t do this; how do you have strong feelings for someone you’ve never met? You don’t. 
 
Bad English. Because so many scammers are from other countries (Nigeria is a common one), their grasp of our language is weak. They 
will misspell and misuse words in a way that makes it clear they don’t speak our language. They also use old fashion trends of endearment 
that they have read or seen in poetry. 
 
Requests for help. And, last but never least, the telltale sign of a scammer is when they ask for money. That’s their end game. The number 
can be big or small. Often, scammers will have a myriad of excuses for why they can’t come see you or meet in person (another red flag), 
and will often ask for money to fly them out to visit you, to reinstate their Visa to come to the US, or to pay someone to remove the giant 

boulder that’s holding them back from being with the person they love so dearly. There’s even a scam where men posing as U.S. military men looking 
for laptops or other stuff will attempt to get money out of people. 

 
Facebook. Ever look through your messages on Facebook? If so, you probably have a series of messages from random men or women   
telling you that you’re attractive and that they’re looking to meet a nice man or woman. “On Facebook, I accept friend requests from 
strangers because of the nature of my business; but every now and again I get a request from a guy who has no friends and few to no posts. 

He always has an Anglo name and a nice photo where he’s by himself, in a uniform, or with a child.” Potential scammer. The photos are usually fake 
and stolen from someone else on Facebook page. 
 
 
 
 

With internet dating becoming more commonplace, there are lots of people online looking for love, 
and unfortunately some of them will fall victim to online dating fraud. 
 
At KIAMALU  Consulting & Investigations we keep up to date with the advances in technology and 
the increasingly sophisticated dating scams that are out there, allowing us to help all kinds of people 
who are suspicious about their online friends. 
 
If you are concerned that someone is scamming you, perhaps because they have asked you for money 

or you've already sent something, then it's essential to get professional advice, and we can help        
investigate the person you are talking to with just a few details. The whole process is as discrete as 
possible, the other person doesn't even have to know about it, and we can give you a full report as to 

whether they are who they claim to be. We have your back! 

With just a few questions you can have KIAMALU staff working for you. 

You can get your life back and have peace of mind... Call us today,  don’t wait.., 

Red Flag Warning Signs 

Do you need Help? 


