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First let’s discuss what a mobile    
device forensics exam is and how      
it is done.   

    It is all too common in this high tech world to 
see many examples how technology has improved 
our lives, making it easier to access needed data 
on the go.  We utilize these devices to aid us       
in locating addresses, through global position 
satellites, communicate with one another either 
by voice or text messaging, and socially interact 
with close friends, family and often times new 
friends found online.   

    Further, as we see more and more, we love to 
document our daily lives through pictures and 
video, known as “selfies”.  With all this being said,  
this interaction with our smart phones, whether 
wanted or not, creates a timeline of the events 
within our life.  As technology advances, so does 
the memory size in our devices, thus allowing for  

more storage, allowing us to save more data in a 
smaller device.  

Now what is mobile device         
forensics?  

    “Mobile device forensics is a branch of digital 
forensics relating to the recovery of digital   
evidence or data from a mobile device under 

forensically sound conditions. The phrase 
mobile device usually refers to mobile 
phones; however, it can also relate to any 
digital device that has both internal memory 
and communication ability, including PDA 

devices, GPS devices and tablet computers.”  
Wikipedia, Mobile device Forensics:        
http://en.wikipedia.org/wiki/
Mobile_device_forensics 

    In other words the inspector will take custody 
of the device to be examined and connect it…. 

Mobile Device Forensics 

Our device forensic services include, 

but are not limited to: 

 Cell Phone Data Recovery from over 

10,000 models of mobile phones 

(Apple, Samsung, Blackberry, LG and 

More!) 

 Mobile Phone Spyware Discovery (yes, 

a cell phone can be bugged!) 

 Cell Tower Analysis and Tower Plotting 

 

 Consulting/Case Analysis 

 Court Room Testimony/Expert Witness 

 Incident Response 

 Mobile Phone Security 

 Training for Legal Professionals, Human 

Resources and IT 
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Welcome to this issue of the “Kiamalu Report”.  In this issue we will discuss the 
advantages of using cellular phone forensic exams or in other words mobile    

device forensics to enhance and often times exonerate you or your client.  

Our highly experienced investigators are skilled in all types 
of investigations and intelligence gathering.  
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Lionel Tejada      
Special Agent In Charge 
Investigations Services 

 

"Motives for 
false accusations are 

usually hidden in the "back 
story" which we will    
explore extensively       

and expose"    
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Mobile Device Forensics Cont... 

….to a computer that has been designated and loaded with specialized forensic software, which 
will read the device and create a digital image of the device’s memory as well as any memory 
cards residing in the device.  Once the device has been imaged the software will analyze the  

image for content and categorize the information into a readable and searchable form.  Once this has 
been accomplished the investigator can now start to review the information for evidence that may    
exonerate or find clues that the owner never thought of, which could help defend them in court.  

      The typical digital forensic procedure involves:  

       1. Seizure of item according to extremely strict guidelines for collection and storage. 

       2. Acquisition or imaging of digital data in order to make a secure copy to prevent tampering. 

             Simultaneously, the image is assigned a cryptographic hash to prevent alteration of data. 

       3. Analysis of digital data. 

       4. Collection into report for evidence.  

What information can be found on mobile devices and how can it help me? 

Often times I am asked what type of information can be found on a mobile device and for the 
purpose of this article we will concentrate on the most common devices, Smartphones.  Some of the 
main evidence that we look for: 

 Text messages 

 Pictures 

 Videos  

 Internet searches  

 GPS locations 

 Contacts 

 Social media 

    Text messaging is one of the most common pieces of evidence that helps our clients, as it often     
reveals that the accuser has contacted them and normally is lying about what they have alleged           
happened.   

    Pictures and video often reveal evidence that shows the real story of what has occurred.  

    GPS locations in a smart phone can be crucial in showing where you have been and often times   
showing that you were never at a location that allegedly you committed an offense, because you       
were somewhere else.  Many people don’t realize that their Smartphones are always recording and  
documenting their location through many different ways.  Such as what cellular towers you are near   
and what WIFI you may or may not have connected to, such as Starbucks. Also, many social media   
applications record your location.  All this data can be extracted from your device.  This information  
has often times helped us to show that our clients were not where an accuser has alleged. 

    Social media chats and pictures can also be crucial in showing the state of mind of an accuser,        
often times showing the accuser to be untruthful. 

How far back can a forensic exam retrieve data? 

I am asked this question almost every time we begin an exam and quite frankly I don’t have a 
definitive answer.  The reason is because each phone is different and the size of the memory varies.        
A good rule of thumb for us is that if you’re a heavy user we typically see deleted data being recovered 
as far back as two years.  As an added note most of us don’t keep our phone this long anyway.                                                                                       

 

     In June the Supreme 

Court made a unanimous 

ruling that police may not 

search the cell phones of 

criminal suspects upon  

arrest without a warrant     

– a major win for privacy 

rights.  

     In their decision, the 

justices said that smart 

phone and other electronic 

devices do not fall into the 

same category as wallets 

and vehicles, which are all 

currently subject to limited 

initial examination by law 

enforcement.  

     Chief Justice John G. 

Roberts wrote, “The fact  

that new technology allows 

an individual to carry such 

information in his hand does 

not make the information 

any less worthy of the    

protection for which the 

Founders fought. Our     

answer to the question of 

what police must do before 

searching a cell phone seized 

incident to an arrest is   

accordingly simple – get a 

warrant.”  

 

   In cases that involve      
cell phones, mobile devices,    
and the data they contain, 
Kiamalu has the ability      
to examine the metadata 
needed to prove and       
disprove certain actions   
and possibilities. Please do 
not hesitate to contact our   
offices in the event you   
have a case of this nature.  
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     In today’s economic climate Kiamalu 
Consulting & Investigations realizes how 
important it is to get the most from your 
budget, without sacrificing on the quality 
of the services you need. With Kiamalu 
you can rest assured that we take pride  
in our work and because of our high skill 
level and extensive experience, we are 
able to offer services that are customized 
to your budget and your needs, resulting 
in a successful relationship.  

Mobile Device Forensics Cont... 
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Contact Kiamalu Consulting & Investigations to     
discuss the facts and circumstances of your           

particular case with an experienced investigator.  
Kiamalu Consulting & Investigations LLC offers free initial 

30-minute consultations. However, no advice beyond    
that initial consultation can be provided without a       

signed engagement letter and payment of KCI fees.              
Please call our offices or visit us online at: Kiamalu-ci.us 

Does a forensic exam delete or change anything on the device? 

    No, the device remains intact as it was received.  

Does a mobile device have to be on a network with a carrier?  

    No, it can be an old phone or device. 

How long does it take to conduct a forensic exam?  

This is a tough question to answer because depending on the mobile device’s operating system and the size of the memory it 
could take as little as one day to extract the image or even a few days.  After the image has been created the inspection of the data 
could take some time.  We typically see 2 to 3 days of inspection. 

What is the cost?    

    This varies, again depending on the type of mobile device.  A Smartphone can be estimated between $1000.00 to $3000.00. 
Kiamalu has many options and this can be negotiated on a case by case basis.  

    Recently, at Kiamalu we had a case where a client was accused of sexual assault.  This client religiously carried his Smartphone 
where ever he went.  He also utilized text messaging quite heavily, as most of us do.  After meeting with this client we suggested 
we do a forensic exam on his Smartphone.  He agreed reluctantly at first but we assured him that the exam would be confidential.  
After examining his device we found not only deleted texts, from the accuser/alleged victim, but pictures and videos that the  
client forgot he had, which revealed the alleged victim had lied about her relationship with our client and not to mention, sent  
explicit messages and pictures to him also.  After bringing this to light, this information was used to exonerate our client in court.   
This is just one example of how forensic exams have helped our clients.         

    At Kiamalu Consulting & Investigations we have found that in numerous cases mobile device forensic exams have been a game 
changer either in finding evidence of untruthfulness or even outright exonerating a client.  We feel the forensic exam is a must 
have investment in defending yourself.  Your Smartphone is a real time digital diary, documenting your life’s events and often 
times can be crucial to showing what really happened.   

    In this issue we have only touched upon the tip of the iceberg of what mobile device forensic can do.  Look for future issues  
exploring computer forensics.  Please contact us if you have any questions regarding this article or if you’re in need of a mobile 
forensics exam.  

Nathan Moores 

CEO/Director of Operations  

 

      

      


